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Abstract
An ideafor digitaly watermarkingvolumetricdatasets(VDS)andpreliminaryresultsfroma testimplementation
are presented.It consistsof a combinationof filtering andrenderingoperationson volumetricdataallowing for
identificationof the voxelssuitablefor hiding the watermarkand spreadingthe informationin the gradientsof
theselectedvoxels.Thus,a secure androbustmethodfor watermarkingVDScouldbedevelopedwhich takesinto
accountthespecificpropertiesof volumetricdataandadvantageouslyutilizesthem.

1. Introduction

Today’s medical imaging modalities—CAT, MRI, fMRI,
USG, PET, SPECT, EEG, MEG, etc., deliver with ever-
increasingspeeda multitude of volumetric datasetseach
coveringa differentaspectof thecomplex natureof human
anatomyand physiology. One of the problemsassociated
with the acquisitionandstorageof suchdatasetsconcerns
theobtainmentandattainmentof theprivacy of theacquired
data.While all othermedicalrecordsarestrictly requiredto
be kept private andprotectedagainstunauthorizedmanip-
ulations,by far not the samelevel of scrutiny is appliedto
volumetricdata,althoughthey areof even greatersensibil-
ity andprivatenature.Thereis a starkcontrastherebetween
legal requirementsandtechnicalpossibilities.

Still anotherareawhereauthenticityandprotectionof vol-
umetricdatahasto beachievedis foundin theemergingfield
of volumegraphics.Here,methodsandalgorithmsarebe-
ing developedaimingto augmentandperhapseven replace
onedaytheolder3D modelingprimitiveslike polygonsand
solidsby a newer andmorepromisingapproach:modeland
representthe objectsas volumetric datasets.Such an ap-
proachwould freethemodelingandrenderingsystemsfrom
the necessityto deal with different object representations,
allow for a simplified and unified suchrepresentationand
increasetheefficiency. Besides,a plentitudeof novel mod-
eling techniquescould be appliedto suchdataandprovide
for more diversity and exciting new possibilities.Clearly,
technicalmeansfor protectingtheVDSauthor’sandowner’s

rights andenforcingthe authenticityanduniquenessof the
createddatasetshave to bedevelopedandappliedhere,too.

A similarsituationexistednot longagoin theareaof com-
puteracquiredand/orgenerated2D imageryor 3D models.
Meanwhile,appropriatecomputer-basedmethodsandalgo-
rithms were developedtargeting the unique,robust, unde-
stroyableandimperceptiblemarkingof thoseobjectsin such
awayasto ensuretheirauthenticityandprotectthemagainst
unauthorizeduse.Thesemethodsaresimilarto theolderand
well-known watermarksusedto protectbanknotesandother
valuablepapershencetheir collective descriptionasdigital
watermarking1 � 2� 3� 5.

All digital watermarking(DW) methodsfunction in such
a way that they exploit the inherentredundancy in thedata
andtry to hideadditionalinformationidentifying the right-
ful ownersandinevitably herebyalteringtheoriginalobjects
(imagesor 3D meshes).Goodwatermarkingmethodsdothis
without losing too much valuableoriginal information or
makingthealterationstooobviousandeasyto remove.This
is mostlydoneby hiding theinformationidentifying theob-
ject and/or its author in the unavoidablenoisecomponent
or leastsignificantareasof the original object/image12. A
coupleof conditionsneedto be met in order to make this
approachwork: thechangeshave to beunobtrusive andin-
significantto the original informationcontent(impercepti-
ble), extractableonly by the authorizedusers(secure),and
hardto remove (robust)6� 13.

Volumetricimaginghasreachedtodaya statewheredigi-
tal meansfor enforcingthe authenticityandprivacy of the
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generateddata are urgently needed,too. Unfortunately, a
specificdigital watermarkingmethodfor volumetricdatasets
hasnot yet beendevelopedto the bestof our knowledge.
Clearly, thewell-known methodsfrom the2D imagingarea
could be appliedhere, too, with all their weaknessesand
drawbacks,but they weren’t specificallydevelopedfor this
kind of applicationandconsequentlycan’t reachthedegree
of suitability required.On the other hand,volumetric data
offer someuniquefeatureswhich could be advantageously
usedfor developingefficient, robust andsecuredigital wa-
termarkingmethodsspecificallytargetedat this kind of data
andexploiting theiruniqueproperties.This is themotivation
for conductingthis research.

2. Methodology and Design

The selectedmethodologyfor solving our problemis eas-
ily pointedout: we wantto draw uponthecollective knowl-
edgein thefield of informationhiding anddevelopmethods
which take into accountthe meanwhileestablishedgeneral
principlesin that scientific areaanddevelop new methods
for digital watermarkingwhich target specificallyvolumet-
ric datasetsandbuild upontheuniquefeaturesthey exhibit.

Digital watermarkingexists as a sub-disciplinein the
moregeneralinformationhiding field. All methodsfor dig-
ital watermarkinghide additionalinformation,viz the wa-
termark,in thedatato protect.This hasto beaccomplished
in a secure androbust way. Securemeansin the first place
that only authorizedrecipients—menor machines—should
be able to extract the additional information.Methodsfor
achieving exactly thisarestudiedby cryptographyandmean
in generalthat a strong,key-protectedsymmetricor asym-
metric cryptographicmethod has to be applied. We can
safelyassumethatsuchmethodsexist andcanbeappliedto
our problem.But secure in thecontext of steganographyto
whichdigital watermarkingbelongsmeansfurtherthateven
the merefact of the presenceof additionalinformationhas
to be undetectable.This is a very strongrequirement—the
authorizedrecipienthasto beableto detectthepresenceof
the watermarkfinally, too—andis replacedby the weaker
requirementthattheadditionalinformationhasto be imper-
ceptiblei.e. to humanbeingsandundetectableby “common
processing”for passive men-in-the-middleattackers.

The humanvision (or auditory) systemis easy to de-
ceive (cf. e.g. 26) but to hide information (e.g. digital wa-
termarks)in other information sourceswithout noticeably
alteringtheir statisticalpropertiesis virtually impossibleor
at leastvery difficult. Thesituationwith digital watermark-
ing is evenworsesincetheinformationadditionhasto hap-
pen also robustly, i.e. it should be impossibleor, at least
very hard for unauthorizedadversaries(active men-in-the-
middleattackers)to destroy or evenremove thewatermark.
Active adversariesarenormally assumedto disposeof un-
limited resources—timeandcomputingpower—andnoneof
thepresentlyknown digital watermarkingmethodsis strong

enoughto survive the efforts of a dedicatedadversary, but
againwe have to revise our requirementsand want to as-
sumethattheonly operationswhichadigitally watermarked
volumetric datasethasto be able to safely survive should
be limited to commonfiltering, croppingand linear trans-
formationoperations(cf. 20). This looksat first like a strong
limitation, but consideringthat everythingelsewould alter
thevolumetricdatabeyondusability, too,shows that it is as
suchoutsideof thescopeof our efforts.

Bearingin mindtheaboveconsiderations,wecouldtackle
ourproblemfirstly by simply trying out thewell-established
digital watermarkingmethods,e.g. bit substitution tech-
niques 7. The simplestway would be to “hide” the wa-
termarkby substitutingthe leastsignificantbits (LSBs) of
the consecutive voxels by the next bits of the watermark.
Realworld volumetricdata(radiologicalsourceslike CAT
or MRI) aresubjectto considerablepollutionby noisewhich
usuallyshows asmoreor lessrandomminutefluctuationsin
theLSBs.This meansin generalthatwe couldconductthe
above substitutionwithout losing any relevant information
andrenderingthevolumetricdatauseless.Ontheotherhand
though,sucha straight-forward approachis by no means
secure—everybodycould detectthe presenceof the water-
mark by simply looking at the distribution/visual pattern
of the LSBs which will differ significantly from the rest
of/otherVDS of the samesource.Robustnessis alsonot a
prominentfeatureof this over-simplistic method—thewa-
termarkwould survive croppingandeven somelinear op-
erationslike scalingto someextent, but even very “mild”
filtering operationslike smoothingwith a Gaussiankernel
will inevitably destroy it.

The above examplewasn’t really meantasa seriousat-
temptat digital watermarking,but it is a goodstartingpoint
for furtherconsiderationsbecauseit shows usalreadywhat
theweakpointsof a digital watermarkingschemecouldbe
andhow wecouldtry to circumventthem.Firstly, wehaveto
make a futureDW methodmoresecure,e.g.by distributing
the DW bits pseudorandomlyover the whole VDS. Doing
thiswithouttakingcareof thecaseswherealreadyusedposi-
tionsareaddressedagainimposesthedangerof overwriting
previously hiddenbits (collisions). Provided, we generate
the hiddenbit positionsby employing a cryptographically
securepseudorandomnumbergenerator(PRNG),we could
seedit with a secretnumberandusethataskey which has
to be transmittedto the recipientby a securekey-exchange
protocol,of course.In mostcasesthough,therecipientis the
rightful owneror authorof theVDS in questionandonly he
hasto beableto checkthepresenceor absenceof theDW,
sono real transferandhenceno immediatedangerof com-
promisingthekey exists.

Pseudorandomlydistributing theDW bits over thewhole
VDS is just the first step.Next, the sequenceof hiddenbit
positionshasto berestorablewhichmeansthateithernocol-
lisionshappen,or thatthey aretolerable,or correctable,e.g.
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throughtheuseof anerror-correctingcode.In ordernot to
destroy theoriginal statisticalpropertiesof theVDS usedas
cover, we caneitheruseDWs whosesizeis negligible com-
paredto thatof theVDS, or try andmodeltheoriginalVDS
bit distribution in thedistributionof theDW bits to hide.

Through a combinationof the above tools, we could
achieve any degreeof securitybut, alas,at the costof ro-
bustness.We make it hardfor a passive men-in-the-middle
attacker to detectthehiddenDW, but at thesametime it be-
comesmorevulnerableto maliciousactiveattackersbecause
evenwithouta-prioriknowledgeaboutthepresenceof aDW,
it would bepossiblefor themto destroy or evenentirelyre-
move it througha sequenceof permittedoperations:filter-
ing, cropping,scaling.In orderto attainrobustness,weneed
more,e.g.distributetheDW bits in higherthantheLSBsof
theVDS or in otherthanthe spatialdomains.It remainsto
be researchedin how far this canbe donewithout destroy-
ing thevaluableVDS informationandhow to identify areas
andvoxels suitableascarriersof the DW bits. Suchan ap-
proachwould perhapsincreasetherobustnessagainstfilter-
ing attacks,but it is still notentirelyclearhow to undermine
possibleattacksby croppingor evenlinear transformations.
At thisstage,wehave only certainideaslike building up the
pseudorandombit locationschain in a way independentof
theVDS dimensions(increasestherobustnessagainstcrop-
ping attacks)or orientation(robustnessagainstlinear trans-
formations).

Onepossiblescenariocould be as follows: suppose,we
wantto hidea bit of secretinformationpertainingto a posi-
tion in theVDS (voxel). We generatesomehow a direction
which dependsonly on thecontentsof thevoxel andnot its
locationin theVDS, shoota traversingray in thatdirection,
stepapseudorandomnumberof stepsalongtherayandhide
the bit in the reachedvoxel. This approachwould survive
croppingandscalingattacksandcould be madearbitrarily
secureand robust, provided the PRNG and bit hiding op-
erationemployedareresp.secureandrobustenough.Voxel
traversalin connectionwith volumerenderinghasbeenstud-
ied for years,andwe areconfidentthata DW methodalong
thesedevelopmentlinescouldbedevised.

Up till now, we left the specialpropertiesof VDS unat-
tendedto in our considerations.The ideas and attempts
sketchedabovepertainto (almost)any digital sourceusedas
steganographycover. However, volumetricdatasetsexhibit
specialproperties,e.g.theirsheersizeor adequacy for visual
interpretation,whichcouldbeadvantageousto theconstruc-
tion of secureand robust specializeddigital watermarking
methods.

One idea concernsthe useof gradientfilters for encod-
ing/hiding watermarks.The secretinformation (DW) can
be hidden in systematicgradientchangesduring the DW
embeddingphase,i.e. minute changesare applied to the
gradients in certain locations, identified through one of
the above sketchedcryptographicallysecuremethods.This

schemeamountsto a specialgradientsplattingoperation.
The gradientchanges/perturbationscauselater clearly vis-
ible/extractablepre-defineddistortions(patterns)in images
reconstructed/visualizedin theDW extractionphaseaccord-
ing to a speciallytailoredrenderingandgradientestimation
method.Constructingsucha specializedgradientsplatting
operationmeanshiding theinformationin thefrequency do-
main and henceachieves robustnesswithout (much) addi-
tionalefforts8. Suchaschemewouldexploit thevisualchar-
acteristicsof VDS andwould leave uswith a VDS targeting
digital watermarkingmethod.

Visually extracting/visualizingthe DW encodedin the
gradientsis just onepossibility. We couldseethis asa first
stagein a two stageDW extraction method.The DW em-
beddedin the encodingphasecould be any information
worth hiding including encryptedand error-codeencoded
bitstreams.In asecondextractionphaseit couldbeextracted
asusual,decoded,decryptedandusedin whatever way in-
tended,e.g.ascopy protectionmechanism.

3. Results

We conducteda preliminaryresearchin theabove sketched
directionswith following (verypreliminary)results:

The designdecisionwe took wasto develop a DW sys-
tem for volumetricdatasetswhich would hide the informa-
tion (watermark)in aderivedfeatureof theVDS in question,
viz the voxel gradientswhich areusuallyusedasa normal
substitutein a subsequentvisualization/renderingstep.The
embeddingof the watermarkshouldhappenimperceptibly,
securely and robustly in accordancewith the requirements
statedin e.g.1. Choosingthegradientascarrierfurthersthe
robustness,sinceit spreadstheinformationin thefrequency
transformdomain.Thewatermarkitself couldbeof any kind
(any bitstream)but in a first approachwe decidedto use3D
patterns,themselvesexpressed/voxelizedasVDS, sincethat
wouldenableadirectandimmediatevisualextractioncheck
of thewatermark.By takingthis decision,we don’t give up
onany generalityor application,sincetheextractionprocess
we implementis just one of many possible.Its important
phaseis thefirst one:reliablelocalizationandextractionof
theencodedgradientpositions.Thesecond,decodingphase
could be anything in fact: at the developmentstagewe opt
for visualization,but it couldbealsosomethingelse,e.g.bit
streamextraction.

We demonstrateour resultswith following example:

Startingwith theVDS of anMRI scanof thehead,wecan
extractandvisualizeisosurfacesin that(cf. 1) usingagradi-
entshadingmethodasimplementedby ourVDS processing
andrenderingsystemVORTEX 29.

In a secondstep,we embedtheVDS into another, artifi-
cially created(voxelized) VDS, consistingin our testcase
of a setof regularly positionedspheres.VORTEX provides
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Figure 1: Gradient-shadedisosurface:skin.

the meansfor this operation,too, andFig. 2 illustratesthe
resultingsituation.

Figure 2: VDSobjectembeddedin anartificial VDS.

We use this configuration then to identify all posi-
tions/voxels in the first VDS (headMRI) belongingto the
desiredisosurface(skin) AND intersectedby theisosurface
of thewatermarkVDS object(spheres).Next, we mark the
gradientsat all the intersectionpositionsas“distorted” and
hidethis information(1 bit) atapseudorandomlychosense-
cret position relative to the voxel in question.We seedthe
PRNGwith a bit combinationconsistingof theisovalue,the

voxel coordinatesanda secretpredefinedinitial seed.Be-
sides,we discardall secretvoxel positionslying on theiso-
surfaceitself andkeepsearchingtill wefind a suitableone.

The resulting VDS exhibits no significant changesin
grayvaluedistribution underdirect investigation,or isosur-
facevisualizationwith “normal” gradientshadingwhenused
asusual,asFig. 3 demonstrates.

Figure 3: Gradient-shadedisosurfacein watermarkedVDS.

Also, thecontrastenhanceddifferenceimagebetweenthe
imagesin Fig. 1 andFig.3 exhibitsnopatternsor systematic
changesasFig. 4 shows.

Only when a “special” watermark/gradient-extraction
scheme,seededwith theright seed/key, is applied,a clearly
visiblepattern,resultingfrom theembeddingof theoriginal
VDS in the watermarkingVDS, appears.Fig. 5 shows the
resultsof trying thisschemea)ontheoriginal, “clean” VDS
with someseed/key, b) on the watermarked VDS, but with
a wrongseed/key, andc) on thewatermarkedVDS with the
right key.

4. Conclusions

Whatwe demonstratedis “quite” a secureVDS watermark-
ing scheme—theembeddedwatermarkis imperceptibleand
not easily detectableby statisticalor other processingbut
by no meansrobust:evenmild imageprocessingoperations
woulddestroy thewatermarkentirelysincethegradientdis-
tortion informationwashiddenin theLSBs of thesecurely
chosenvoxels. The sameappliesto croppingor affine op-
erations:they destroy the positioninginformationsincewe
addressthechosensecretvoxels emrelatively to thecurrent
position,i.e. dependingon theVDS dimensionandorienta-
tion.
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Figure 4: Enhanceddifferenceimage betweenrenderediso-
surfaces.

It shouldbe clear though,that the demonstratedresults
arejust a very first stepin thedirectionwe planto go.They
exhibit alsoenoughpotentialfor improvementanddevelop-
ment.

Building uponthe collective knowledgeof the academic
information hiding community and exploiting the special
volumetric datacharacteristics,we intend to constructse-
cure and robust digital watermarkingmethodsfor VDS
which would hide the additionalinformation/watermarkin
somespectraldomain(s)in the form of systematicgradient
changes.This information hiding should happensecurely
and robustly, causeno perceptiblechangesin the VDS in
questionandbereliably detectableby a correspondingDW
extractionmethod.Themethoddevelopedshouldenablethe
useof any informationasdigital watermark—fromvisible
3D objectsor patternsto encryptedandencodedbitstreams.
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