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Abstract

An ideafor digitaly watermarkingvolumetricdatasetqVDS)and preliminary resultsfroma testimplementation
are presentedlt consistsof a combinationof filtering and renderingopefationson volumetricdata allowing for
identificationof the voxelssuitablefor hiding the watermarkand spreadingthe informationin the gradientsof
theselectedroxels.Thus,a secue androbustmethodfor watermarkingvDScouldbe developedwhich takesinto
accountthe specificpropertiesof volumetricdataand advantgeouslyutilizesthem.

1. Introduction

Todays medical imaging modalities—CA, MRI, fMRI,
USG, PET, SPECT EEG, MEG, etc., deliver with ever-
increasingspeeda multitude of volumetric datasetseach
covering a differentaspecbf the complex natureof human
anatomyand physiology One of the problemsassociated
with the acquisitionand storageof suchdatasetsoncerns
the obtainmentndattainmenbf the privagy of theacquired
data.While all othermedicalrecordsarestrictly requiredto
be kept private and protectedagainstunauthorizedmanip-
ulations, by far not the samelevel of scrutiry is appliedto
volumetricdata,althoughthey areof even greatersensibil-
ity andprivatenature Thereis a starkcontrastherebetween
legalrequirementsindtechnicalpossibilities.

Still anotherareawhereauthenticityandprotectionof vol-
umetricdatahasto beachievedis foundin theemegingfield
of volume graphics.Here, methodsand algorithmsare be-
ing developedaimingto augmentandperhapsvenreplace
onedaytheolder3D modelingprimitiveslik e polygonsand
solidsby a never andmorepromisingapproachmodeland
representthe objectsas volumetric datasetsSuch an ap-
proachwould freethe modelingandrenderingsystemsrom
the necessityto deal with different object representations,
allow for a simplified and unified suchrepresentatiorand
increasethe efficiengy. Besidesa plentitudeof novel mod-
eling techniquesould be appliedto suchdataand provide
for more diversity and exciting newv possibilities.Clearly,
technicameandor protectingtheVDS authorsandowner's
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rights and enforcingthe authenticityand uniquenes®f the
createddatasethiave to bedevelopedandappliedhere too.

A similarsituationexistednotlongagoin theareaof com-
puteracquiredand/orgenerate®D imageryor 3D models.
Meanwhile,appropriatecomputerbasedmethodsandalgo-
rithms were developedtargeting the unique, robust, unde-
stroyableandimperceptiblenarkingof thoseobjectsin such
away asto ensuraheirauthenticityandprotectthemagainst
unauthorizedise.Thesanethodsaresimilarto theolderand
well-known watermarksusecto protectbanknotesandother
valuablepapershencetheir collective descriptionasdigital
watermarking 2 3.5,

All digital watermarkingDW) methodsfunctionin such
away thatthey exploit theinherentredundang in the data
andtry to hide additionalinformationidentifying the right-
ful ownersandinevitably herebyalteringtheoriginal objects
(imagesor 3D meshes)Goodwatermarkingnethodslothis
without losing too much valuable original information or
makingthealterationsoo obviousandeasyto remove. This
is mostlydoneby hiding theinformationidentifying the ob-
ject and/orits authorin the unasoidable noise component
or leastsignificantareasof the original object/image!2. A
coupleof conditionsneedto be metin orderto male this
approachwork: the changeshave to be unobtrusie andin-
significantto the original information content(impercepti-
ble), extractableonly by the authorizedusers(secure) and
hardto remove (robust)é 13,

Volumetricimaginghasreachedodaya statewheredigi-
tal meansfor enforcingthe authenticityand privagy of the
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generateddata are urgently needed too. Unfortunately a
specificdigital watermarkingnethodfor volumetricdatasets
hasnot yet beendevelopedto the bestof our knowledge.
Clearly, the well-knovn methodsfrom the 2D imagingarea
could be applied here, too, with all their weaknesseand
dravbacks,but they werent specificallydevelopedfor this
kind of applicationandconsequentlgant reachthe degree
of suitability required.On the other hand, volumetric data
offer someuniquefeatureswhich could be advantageously
usedfor developing efficient, robust and securedigital wa-
termarkingmethodsspecificallytargetedat this kind of data
andexploiting theiruniquepropertiesThisis themotivation
for conductingthisresearch.

2. Methodology and Design

The selectedmethodologyfor solving our problemis eas-
ily pointedout: we wantto drav uponthe collective knowl-

edgein thefield of informationhiding anddevelop methods
which take into accountthe meanwhileestablishedyeneral
principlesin that scientific areaand develop nev methods
for digital watermarkingwhich target specificallyvolumet-
ric datasetsndbuild uponthe uniquefeatureshey exhibit.

Digital watermarkingexists as a sub-disciplinein the
moregeneralinformationhiding field. All methodsfor dig-
ital watermarkinghide additionalinformation, viz the wa-
termark,in the datato protect.This hasto be accomplished
in a secue androbustway. Securemeansin the first place
that only authorizedrecipients—meror machines—should
be able to extract the additionalinformation. Methodsfor
achieving exactly this arestudiedby cryptographyandmean
in generalthat a strong, key-protectedsymmetricor asym-
metric cryptographicmethod has to be applied. We can
safelyassumehatsuchmethodsexist andcanbe appliedto
our problem.But secue in the contet of steganographyo
which digital watermarkingoelongsmeandurtherthateven
the merefact of the presencef additionalinformationhas
to be undetectableThis is a very strongrequirement—the
authorizedrecipienthasto be ableto detectthe presencef
the watermarkfinally, too—andis replacedby the wealer
requirementhatthe additionalinformationhasto beimper
ceptiblei.e. to humanbeingsandundetectabl®dy “common
processingfor passie men-in-the-middlattaclers.

The humanvision (or auditory) systemis easyto de-
ceive (cf. e.g.2%) but to hide information (e.g. digital wa-
termarks)in otherinformation sourceswithout noticeably
alteringtheir statisticalpropertiesis virtually impossibleor
at leastvery difficult. The situationwith digital watermark-
ing is evenworsesincetheinformationadditionhasto hap-
pen also robustly, i.e. it should be impossibleor, at least
very hardfor unauthorizedadwersaries(active men-in-the-
middle attaclers)to destry or evenremove the watermark.
Active adwersariesare normally assumedo disposeof un-
limited resources—timandcomputingpowver—andnoneof
the presentlyknown digital watermarkingmethodss strong

enoughto survive the efforts of a dedicatedadwersary but
againwe have to revise our requirementsand want to as-
sumethattheonly operationavhich adigitally watermarled
volumetric datasethasto be able to safely survive should
be limited to commonfiltering, croppingand linear trans-
formationoperationgcf. 29). Thislooksatfirst like a strong
limitation, but consideringthat everything elsewould alter
thevolumetricdatabeyond usability too, shavs thatit is as
suchoutsideof the scopeof our efforts.

Bearingin mindtheabove considerationsye couldtackle
our problemfirstly by simply trying outthewell-established
digital watermarkingmethods,e.g. bit substitutiontech-
niques’. The simplestway would be to “hide” the wa-
termarkby substitutingthe leastsignificantbits (LSBs) of
the consecutie voxels by the next bits of the watermark.
Realworld volumetric data(radiologicalsourcedike CAT
or MRI) aresubjectto considerablgollution by noisewhich
usuallyshavs asmoreor lessrandomminutefluctuationsin
the LSBs. This meansn generalthatwe could conductthe
above substitutionwithout losing ary relevant information
andrenderinghevolumetricdatauselessOntheotherhand
though, such a straight-forvard approachis by no means
secure—eerybodycould detectthe presenceof the water
mark by simply looking at the distribution/visual pattern
of the LSBs which will differ significantly from the rest
of/other VDS of the samesource.Rolustnesds alsonot a
prominentfeatureof this oversimplistic method—thewa-
termarkwould survive croppingand even somelinear op-
erationslike scalingto someextent, but even very “mild”
filtering operationdike smoothingwith a Gaussiarkernel
will inevitably destrg it.

The abore examplewasnt really meantas a seriousat-
temptat digital watermarkingput it is a goodstartingpoint
for further considerationdecausét shavs us alreadywhat
theweakpointsof a digital watermarkingschemecould be
andhow we couldtry to circumwentthem.Firstly, we have to
male a future DW methodmoresecureg.g.by distributing
the DW bits pseudorandomlyver the whole VDS. Doing
thiswithouttakingcareof thecaseswherealreadyusedposi-
tionsareaddressedgainimposeshe dangerof overwriting
previously hidden bits (collisions). Provided, we generate
the hiddenbit positionsby emplgying a cryptographically
securepseudorandomumbergenerato(PRNG),we could
seedit with a secrenumberandusethataskey which has
to be transmittedto the recipientby a securekey-exchange
protocol,of courseln mostcasesghough therecipientis the
rightful owneror authorof the VDS in questionandonly he
hasto be ableto checkthe presencer absencef the DW,
sono realtransferandhenceno immediatedangerof com-
promisingthekey exists.

Pseudorandomlglistributing the DW bits over the whole
VDS is just thefirst step.Next, the sequencef hiddenbit
positionshasto berestorablavhichmeanghateithernocol-
lisionshappenpr thatthey aretolerable,or correctableg.g.
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throughthe useof an errorcorrectingcode.In ordernot to
destry theoriginal statisticalpropertiesof the VDS usedas
cover, we caneitheruseDWs whosesizeis nagligible com-
paredto thatof theVDS, or try andmodeltheoriginal VDS
bit distribution in thedistribution of the DW bitsto hide.

Through a combinationof the above tools, we could
achieve ary degreeof securitybut, alas,at the costof ro-
bustnessWe male it hardfor a passve men-in-the-middle
attacler to detectthe hiddenDW, but atthe sametime it be-
comegmorevulnerableio maliciousactve attaclersbecause
evenwithouta-prioriknowledgeaboutthepresencef aDW,
it would be possiblefor themto destry or even entirelyre-
move it througha sequencef permittedoperationsfilter-
ing, cropping,scaling.In orderto attainrobustnesswe need
more,e.g.distributethe DW bitsin higherthanthe LSBs of
the VDS or in otherthanthe spatialdomains.It remainsto
be researchedh how far this canbe donewithout destrg-
ing the valuableVDS informationandhow to identify areas
andvoxels suitableascarriersof the DW bits. Suchan ap-
proachwould perhapsncreasethe robustnessgainsffilter-
ing attacksput it is still notentirelyclearhow to undermine
possibleattacksby croppingor evenlineartransformations.
At this stagewe have only certainideaslik e building up the
pseudorandonbit locationschainin a way independenbf
the VDS dimensiongincreaseshe robustnesagainstrop-
ping attacks)or orientation(robustnessagainstinear trans-
formations).

One possiblescenariocould be asfollows: supposewe
wantto hidea bit of secretinformationpertainingto a posi-
tion in the VDS (voxel). We generatessomehw a direction
which depend®nly on the contentsof the voxel andnot its
locationin the VDS, shoota traversingray in thatdirection,
stepa pseudorandomumberof stepsalongtheray andhide
the bit in the reachedvoxel. This approachwould survive
croppingandscalingattacksand could be madearbitrarily
secureand robust, provided the PRNG and bit hiding op-
erationemplgo/ed areresp.secureandrobustenough Voxel
traversalin connectiorwith volumerenderinchasbeenstud-
ied for years,andwe areconfidentthata DW methodalong
thesedevelopmentinescouldbedevised.

Up till now, we left the specialpropertiesof VDS unat-
tendedto in our considerationsThe ideas and attempts
sketchedabore pertainto (almost)ary digital sourceusedas
steganographycover. However, volumetric datasetsxhibit
specialpropertiese.g.theirsheersizeor adequayg for visual
interpretationwhich couldbeadvantageouso theconstruc-
tion of secureand robust specializeddigital watermarking
methods.

Oneideaconcernghe useof gradientfilters for encod-
ing/hiding watermarks.The secretinformation (DW) can
be hiddenin systematicgradientchangesduring the DW
embeddingphase,i.e. minute changesare appliedto the
gradientsin certain locations, identified through one of
the above sketchedcryptographicallysecuremethods This
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schemeamountsto a specialgradientsplatting operation.
The gradientchanges/perturbatiorcauselater clearly vis-

ible/extractablepre-defineddistortions(patterns)in images
reconstructed/visualizeéd the DW extractionphaseaccord-
ing to a speciallytailoredrenderingandgradientestimation
method.Constructingsucha specializedgradientsplatting
operatiormeansiding theinformationin thefrequeng do-

main and henceachieres robustnessvithout (much) addi-
tional efforts 8. Suchaschemewould exploit thevisualchar

acteristicof VDS andwould leave uswith a VDS targeting
digital watermarkingmethod.

Visually extracting/visualizingthe DW encodedin the
gradientds just one possibility We could seethis asa first
stagein a two stageDW extraction method.The DW em-
beddedin the encodingphasecould be ary information
worth hiding including encryptedand errorcode encoded
bitstreamsln asecondextractionphaset couldbeextracted
asusual,decodeddecryptedandusedin whatever way in-
tendedg.g.ascopy protectionmechanism.

3. Results

We conductedh preliminaryresearchn the above sketched
directionswith following (very preliminary)results:

The designdecisionwe took wasto develop a DW sys-
temfor volumetricdatasetsvhich would hide the informa-
tion (watermark)n aderivedfeatureof theVDS in question,
viz the voxel gradientswhich are usuallyusedasa normal
substitutein a subsequentisualization/renderingtep.The
embeddingof the watermarkshouldhappenimpeiceptibly
secuely and rohustly in accordancevith the requirements
statedin e.g.l. Choosingthe gradientascarrierfurthersthe
robustnesssinceit spreadsheinformationin thefrequeng
transformdomain.Thewatermarktself couldbeof ary kind
(ary bitstream)out in afirst approactwe decidedio use3D
patternsthemselesexpressed/oxelizedasVDS, sincethat
would enableadirectandimmediatevisualextractioncheck
of thewatermark By takingthis decision,we don't give up
onary generalityor application sincethe extractionprocess
we implementis just one of mary possible.lts important
phaseis thefirst one:reliablelocalizationandextraction of
theencodedyradientpositions.The seconddecodingphase
could be anything in fact: at the developmentstagewe opt
for visualization but it couldbealsosomethingelse,e.g.bit
streamextraction.

We demonstrateur resultswith following example:

Startingwith theVDS of anMRI scanof theheadwe can
extractandvisualizeisosurficesn that(cf. 1) usingagradi-
entshadingmethodasimplementedy our VDS processing
andrenderingsystemVORTEX 29,

In a secondstep,we embedthe VDS into another artifi-
cially created(voxelized) VDS, consistingin our testcase
of a setof regularly positionedspheresVORTEX provides
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Figure 1: Gradient-shadedsosurfaceskin.

the meansfor this operation,too, and Fig. 2 illustratesthe
resultingsituation.

Figure 2: VDSobjectembeddedh an artificial VDS.

We use this configuration then to identify all posi-
tionshoxels in the first VDS (headMRI) belongingto the
desiredisosurfice(skin) AND intersectedy theisosurfice
of thewatermarkVDS object(spheres)Next, we mark the
gradientsat all the intersectionpositionsas “distorted” and
hidethisinformation(1 bit) atapseudorandomlghoserse-
cret positionrelative to the voxel in question.We seedthe
PRNGwith abit combinationconsistingof theisovalue,the

voxel coordinatesand a secretpredefinednitial seed.Be-
sides,we discardall secretvoxel positionslying on theiso-
surfaceitself andkeepsearchingill we find asuitableone.

The resulting VDS exhibits no significant changesin
graywalue distribution underdirect investigation,or isosur
facevisualizationwith “normal” gradientshadingvhenused
asusual,asFig. 3 demonstrates.

Figure 3: Gradient-shadedsosurfacen watermarledVDS.

Also, thecontrasenhancediifferenceimagebetweerthe
imagesn Fig. 1 andFig. 3 exhibits no patternsor systematic
changessFig. 4 shaws.

Only when a “special” watermark/gradientxraction
schemeseededvith theright seed/ky, is applied,aclearly
visible pattern resultingfrom the embeddingf the original
VDS in the watermarkingVDS, appearsFig. 5 shaws the
resultsof trying this schemea) ontheoriginal, “clean” VDS
with someseed/ky, b) on the watermarled VDS, but with
awrongseed/key, andc) onthewatermarked VDS with the

right key.

4. Conclusions

Whatwe demonstratedks “quite” a secureVDS watermark-
ing scheme—thembeddedvatermarkis imperceptibleand
not easily detectableby statisticalor other processingbut
by no meansohust: evenmild imageprocessingperations
would destry thewatermarkentirely sincethegradientdis-
tortion informationwas hiddenin the LSBs of the securely
chosenvoxels. The sameappliesto croppingor affine op-
erations:they destry the positioninginformationsincewe
addresshechosersecretvoxels emrelatively to thecurrent
position,i.e. dependingon the VDS dimensionandorienta-
tion.
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Figure 4: Enhancedlifferenceimage betweerrendeediso-
surfaces.

It shouldbe clear though,that the demonstratedesults
arejust a very first stepin thedirectionwe planto go. They
exhibit alsoenoughpotentialfor improvementanddevelop-
ment.

Building uponthe collective knowledgeof the academic
information hiding community and exploiting the special
volumetric data characteristicsyve intend to constructse-
cure and robust digital watermarkingmethodsfor VDS
which would hide the additionalinformation/watermarkin
somespectraldomain(s)in the form of systematiggradient
changesThis information hiding should happensecurely
and robustly, causeno perceptiblechangesn the VDS in
questionandbereliably detectabldoy a correspondindwW
extractionmethod.Themethoddevelopedshouldenablethe
useof ary information asdigital watermark—fromvisible
3D objectsor patterngo encryptedandencodeditstreams.
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